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ital accounts typically require a login ID and password 
to gain access. In addition, there are many other types 
of accounts that we use in our daily lives that have 
secured access. These accounts include email accounts 
such as Yahoo!, Gmail or Hotmail,7 on-line banking ac-
counts, Paypal accounts, eBay accounts and Amazon 
accounts, just to name a few. Certain digital assets have 
their own pecuniary value such as ownership of a do-
main name or a blog. 

It is no wonder that with all of these digital assets, 
estate planners and administrators are wondering how 
to deal with them after the death or incapacitation of 
the “owner.”

What Is the Law Regarding Digital Assets?

Terms of Service of the Service Provider

As discussed below, very few states have enacted 
statutes to deal with electronic content and digital as-
sets. That means for most people in most states, if the 
service provider has a policy regarding the transfer 
or disposal of account access and content under the 
provider’s Terms of Service (“TOS”), then the TOS will 
control the fate of the deceased person’s account and 
content for that service provider.8 Most people agree 
to the TOS of the service provider by clicking on the 
“I agree” button when establishing an account.9 Some 
service providers have a policy that indicates what will 
happen upon the death of an account holder. Others 
have no detailed policy. 

For example, Shutterfl y’s TOS does not include an 
explicit discussion of what happens when the account 
holder dies. Shutterfl y’s TOS states that the individual 
agrees not to disclose his or her username or password 
to any third party and acknowledges that the individu-
al’s access to the account is non-transferable.10 The TOS 
for LinkedIn, Google and Twitter each contain similar 
language regarding disclosure of the secured access in-
formation and transferability.11

Conversely, Gmail has a policy for potentially 
releasing emails to the personal representative of a 
deceased account holder.12 The policy makes it clear, 
however, that there is no guarantee the email content 
will be released and a court order will be required.13 
Yahoo! explicitly states in its TOS that the account can-
not be transferred and any rights to content within the 
user’s email account terminate upon death and all con-
tent may be permanently deleted.14 Facebook allows 
someone to report a user as deceased and the deceased 
user’s Facebook page may then be converted into a 

It is the worst nightmare for a parent. Seemingly 
out of nowhere, your 15-year-old son commits suicide. 
You search for answers, fi nding none. Like all teenagers 
his age, your son spent a lot of time on his computer 
and, in particular, on the Facebook website. So, you 
hope to fi nd some answers by accessing his account. 
The problem is that Facebook refuses your request stat-
ing that you have no rights to access or obtain a copy of 
the content within your own son’s account.1 Or, imag-
ine that your son is fi ghting for our country in Iraq and 
is killed by a bomb near Fallujah. Your son frequently 
communicated by email with family and friends while 
serving in the military. After his death, you request the 
contents of your son’s email account from Yahoo! as a 
sort of modern-day collection of his letters home. The 
company, however, denies the request for privacy rea-
sons, noting that the Terms of Service for its free email 
accounts state that a person’s rights to the accounts and 
its contents terminate at death.2 

Welcome to the age of digital assets. These scenar-
ios raise questions concerning not only ownership of 
an individual’s web assets, but also the right of the de-
ceased individual’s survivors to access his or her web 
assets after death. As just one example of the enormity 
of this issue, it is estimated that there are 30 million 
Facebook accounts that belong to deceased persons.3 
Few people consider the fate of their online accounts or 
web-based assets upon death or incapacity. Before ad-
dressing what happens to such accounts and/or assets 
upon one’s death, we fi rst need to defi ne what these 
assets are.

What Are Digital Assets?
A general defi nition of a digital asset is “any fi le on 

your computer in a storage drive or website and any 
online account or membership.”4 Digital assets, there-
fore, can be found in many different forms. For exam-
ple, some digital assets may be stored on a computer 
or smartphone or uploaded to a website. These assets 
would include items such as music, videos, medical 
records, tax documents, fi nancial records, photographs 
stored on websites such as Shutterfl y or Flickr, or ge-
neric fi le storage sites in the Cloud such as Dropbox. 
Most, if not all, of these types of digital assets require 
a login ID and password to gain access to the stored 
materials. 

Other assets involve social media websites, such as 
Facebook, Twitter, LinkedIn, Pinterest, or Google Plus,5 
which promote social interaction, messaging and con-
nection to other individuals.6 Again, these types of dig-
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statute further prohibits the custodian from destroying 
or disposing of any electronically stored documents or 
information of the deceased person for two years after 
the request from the personal representative was re-
ceived by the custodian.25 

Oklahoma enacted a digital asset statute in 201026 
and Idaho enacted a similar statute in 2011.27 These 
statutes are, arguably, the most comprehensive regard-
ing digital assets enacted to date. Oklahoma’s statute 
provides:

The executor or administrator of an 
estate shall have the power, where 
otherwise authorized, to take control 
of, conduct, continue, or terminate any 
accounts of a deceased person on any 
social networking website, any microb-
logging or short message service web-
site or any e-mail service websites.28

Idaho’s statute uses virtually identical language.29 
These statutes make good progress toward resolving 
the digital asset dilemma. However, the Oklahoma and 
Idaho statutes do not authorize full-blown access to 
all of the decedent’s digital property. In addition, the 
Oklahoma statute expressly grants the executor power 
only “where otherwise authorized.”30 This language 
can give the service provider the ability to claim control 
over the transfer of the deceased’s account through the 
TOS. As discussed above, most service providers utilize 
a TOS that does not allow for transfer or assignment, 
much less access to the deceased’s accounts by a fi du-
ciary.

Finally, Virginia’s statute was very recently passed 
in March 2013, and was crafted to specifi cally address 
the inability of the parents of the 15-year old who com-
mitted suicide to gain access to their son’s Facebook ac-
count.31 The statute, however, appears to only address 
the access of digital accounts that were controlled by a 
minor.32 

Proposed Law Regarding Fiduciary Access to Digital 
Assets

Several states have recently introduced legislation 
regarding fi duciary access to digital assets. New York, 
Nebraska, Maryland, North Dakota and Nevada have 
each introduced bills with proposed language similar 
or identical to the language used in the Oklahoma and 
Idaho statutes described above.33 Other states such 
as North Carolina and Oregon are proposing broader 
legislation to include laws that would provide an agent 
or a conservator, in addition to a decedent’s personal 
representative, access to the digital accounts and digital 
assets of the individual whom the agent or conservator 
represents.34 Many more states are also studying pos-
sible legislation.

memorial to the deceased user. Only confi rmed friends 
will continue to have access to the deceased user’s pro-
fi le and may continue to post messages in memoriam 
on the deceased user’s wall.15 

A more complex issue surrounds the choice of law 
clause that is generally included in a service provider’s 
TOS. A choice of law clause dictates which state’s law 
will govern the TOS itself and any transaction that is 
related to the TOS.16 The result may be that even where 
the deceased resides in a state with a statute governing 
the disposition of and access to the deceased’s digital 
assets, if the state law governing the TOS does not have 
a similar statute, the TOS may override the state law 
where the deceased resides. 

Current Law Regarding Fiduciary Access to Digital 
Assets

At the time of this writing, only six states, Con-
necticut, Rhode Island, Indiana, Oklahoma, Idaho, and 
Virginia, have enacted statutes to deal with electronic 
content and digital assets. Connecticut enacted the 
fi rst statute in this country in 200517 to respond to situ-
ations similar to that of the Yahoo! case described in 
the opening paragraph of this article. The Connecticut 
statute specifi cally addresses fi duciary access to email 
accounts and requires an email service provider to 
provide the executor or administrator of the deceased 
person’s estate “access to or copies of the contents 
of the electronic mail account of such deceased per-
son….”18 The executor or administrator must submit a 
written request for the email account access along with 
a certifi ed copy of the death certifi cate and his or her 
certifi cate of appointment as executor or administrator 
of the deceased person’s estate, or submit an order of 
the court of probate that has jurisdiction over the de-
ceased person’s estate.19 The legislation, however, does 
not address the other types of digital assets previously 
discussed. 

Rhode Island enacted a statute in 2007 that is very 
similar to the Connecticut statute and only deals with 
fi duciary access to a deceased person’s email account.20 
Indiana, by contrast, enacted a statute in 2007 that at-
tempts to deal with additional types of digital assets.21 
The Indiana statute provides that a custodian22 “shall 
provide to the personal representative of the estate of 
a deceased person, who was domiciled in Indiana at 
the time of the person’s death, access to or copies of 
any documents or information of the deceased person 
stored electronically by the custodian….”23 Similar to 
the Connecticut and Rhode Island statutes, the per-
sonal representative must submit a written request for 
access along with the death certifi cate and the offi cial 
documents appointing the personal representative, or 
provide a court order issued by the probate court that 
has jurisdiction over the deceased person’s estate.24 The 
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the user’s death or incapacitation, the information is 
easily accessible to the appropriate parties. An alter-
native option is to entrust the information to a digital 
estate planning service. These services are discussed in 
more detail below.

The Will

Disposing of digital assets concerns the disposition 
of both tangible (e.g., computers, tablets and smart-
phones) and intangible (e.g., email, social accounts 
and business and fi nancial accounts) property. Current 
documents may—or may not—anticipate the proper 
disposition of these assets. For example, what does a 
bequest of “all my tangible personal property” include? 
Who inherits the books downloaded on a Kindle or 
music downloaded on an iPod? The Kindle plan pro-
vides a one-time payment to buy the hardware and it 
is accompanied by a “forever” service of holding the 
books purchased by the account holder (presumably, 
in the event the Kindle is lost, stolen or destroyed and 
needs to be replaced).44 So, in general, your clients own 
the hardware, but probably do not own the content. 
Content is not “purchased” in the traditional sense, 
because it is leased or, sometimes, the term “licensed” 
is used. Under the iTunes TOS, clients only “borrow” 
music tracks rather than owning them outright.45 

In light of this, the decedent may wish that one 
benefi ciary receive the tangible digital asset, such as 
the computer, and another benefi ciary receive the con-
tent. Consequently, it is crucial to read and understand 
the end-user agreement for the hardware as well as the 
TOS in place for the content. The practitioner must also 
ensure that the language in the will properly specifi es 
the distribution of tangible and intangible digital assets 
in accordance with the client’s wishes.

In addition, the will should grant the deceased’s 
executor with the authority to access, control and/or 
delete the deceased’s digital accounts. This is prefer-
able even in a jurisdiction that has a statute governing 
the disposal of digital assets. The estate planner should 
advise the client to carefully consider the choice of ex-
ecutor if the client has signifi cant digital assets. Care 
should be taken to ensure that the chosen executor 
possesses the necessary skills and/or knowledge to 
administer the client’s digital assets. Nevertheless, if 
the executor lacks the necessary skill, the will should 
authorize the executor to engage the services of a tech-
nology specialist. Indeed, some jurisdictions may rec-
ognize the appointment of a “digital executor” to deal 
with administering digital assets.46

Power of Attorney

Although the law is unclear on the issue, an indi-
vidual could execute a power of attorney that autho-
rizes another person to access, control and/or delete 

The digital asset dilemma has become such a 
prominent topic for discussion among estate planners 
and administrators around the country that the Uni-
form Law Commission (“ULC”) has formed a drafting 
committee to create a uniform law relating to fi duciary 
access to digital assets entitled the “Fiduciary Access To 
Digital Assets Act.”35 The ULC proposal includes thor-
ough defi nitions of a custodian, digital account, digital 
asset, digital device and digital service, just to name a 
few.36 It also adds the term “digital property,” which 
consists of the “ownership and management of and 
rights related to a digital account and digital asset.”37 
The proposal authorizes a fi duciary, such as a personal 
representative, conservator, trustee or an agent, to exer-
cise control over the deceased person’s digital property 
so long as it is permitted under the provisions of the 
terms of service agreement.38 Finally, the proposed law 
provides that the personal representative is an “au-
thorized user” under all applicable state and federal 
statutes.39 This last provision ensures that the fi duciary 
is considered an authorized user under two federal 
statutes that prohibit unauthorized access to computers 
and computer data,40 as well as pursuant to any com-
parable state laws prohibiting unauthorized access.41

Although the ULC’s proposal is comprehensive, 
it is arguable that some of the proposed language will 
simply allow the service provider to refuse to cooper-
ate with the executor or comply with the law because 
the TOS prohibits a third party from accessing the de-
ceased’s account. In the absence of clear statutory lan-
guage, therefore, the practitioner should contemplate 
the disposition of digital assets in crafting a client’s 
estate plan.

Planning for Digital Assets
The fi rst step in planning for digital assets is sim-

ply to identify your client’s digital assets, which, some-
times, can be the most diffi cult aspect of planning for 
them. It is important to create an inventory of all digital 
accounts with password protection, including the login 
ID and password for each site. Some websites require 
a user to periodically change the password for the ac-
count, so this list will need to be updated for new pass-
words and for any new accounts that your client may 
create. A sample digital inventory form can be found 
at http://www.digitalpassing.com/digitalaudit.pdf.42 
After the inventory has been created, the next step is to 
ensure the inventory is stored in a secure and private 
location. If the inventory is in hard copy format, it may 
be stored in a safe deposit box or with an attorney. If 
the inventory is stored in an electronic fi le or multiple 
electronic fi les, the client should consider creating a 
master password for the storage device such as a CD or 
USB fl ash drive.43 The main purpose is to save the in-
formation in a secure and private location so that upon 
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issues. Those issues are increasing day-by-day as new 
technologies emerge. In addition, there is no doubt 
that the number of clients with digital assets will only 
continue to rise. Amidst the uncertainty in the law, a 
practitioner must navigate the landscape to help clients 
accomplish their testamentary objectives for digital as-
sets. The emotional hurt suffered by the family of the 
15-year-old who committed suicide or the family of 
the soldier killed in Fallujah will ameliorate over time. 
However, a well-prepared practitioner who under-
stands how to properly handle digital assets can make 
the distribution of such digital assets easier for the ex-
ecutor and, perhaps, less painful for those families who 
have suffered so much.
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